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Skills learned

You'll be able to:
> Create guest-isolating firewall rules

> Create captive portal ESSes
* Local authentication
« RADIUS authentication

> Add temporary captive portal users
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Practice Description

Lab will cover

> Configuring firewall rules

> Configuring local captive portal users

> Configuring captive portal authentication
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Guest Network Types

> Open access

> Captive portal

» Username/password
authentication via https

i

RADIS
Server

» Only traffic allowed is
ARP, DNS, DHCP

 Can use local or
RADIUS authentication Laptop
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Guest VLANS

> Configured

« Use “Tunnel Type”
VLAN

> RADIUS-assigned

5

« Use “Tunnel Type”
RADIUS

» Use Firewall Filter ID
e Licensed Feature
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ESS Profile - Update

ESS Profile ESS-AP Table Security Profiles

Summary Selection
Mo
ESS Profile Name
551D

Security Profile Name

Primary RADIUS Accounting Server
Secondary RADIUS Accounting Server
Accounting Interim Interval (seconds)
Beacon Interval (msec)

551D Broadcast

Bridging

New AP's Join ESS

Tunnel Interface Type

VLAN Name

GRE Tunnel Profile Name

Allow Multicast Flag

Silent Client Polling

Enable Virtual Cell

WMM Support

DTIM Period (number of beacons)
Virtual Cell Type

Dataplane Mode

B Supported Transmit Rates (Mbps)

6
helsinki-voice
helsinki-voice

|helsinf{i-voice j
No RADIUS j
No RADIUS j

3600 Valid range: [600-36000]

100 Valid range: [0-65520]

On j
O AirFortress O 1pvs O AppleTalk
Oon j

EConfigured VLAN Only j
Ne Tunnel
Configured VLAN Only
RADIUS VLAN Only

RADIUS And Cenfigured VLAN
GRE

Dnj

Valid range: [1-255]

|E’er Station BSSID v|

Tunneled j

™ 1 mbps ® 2 mbps ® 5.5 Mbps ® 11 Mbps




Creating Local CP Users

> Up to 32 local users
* Guest User name
» Guest Password
o Start time
* End time

Controller-192.168.1.15 2:35:20

User: admin

»  Monitor | Guest User Table - Add

P Maintenance |

w Configuration ”
System Config F Gauest User Mame | |Enter 1-64 chars,, Required
Quick, Skark
Guest User Password | |[1-64 chars], Required
Security
Prafile Service Skart Time | tmm,l'dd,l'ww hhernrn:ss], Requil v
Radius
Captive Portal Service End Time | tmm,l'u:lu:l,l'}.-";.-";.-'y hhi:rmm:ss], Requil v

Guesk Lsers

Mac Filkering
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QoS System:

Firewalling and Rate Policing

> Configuration is a

7

3-step process

 Selection
 Static ranges
» ESS-based
e Per-group
“firewall”

 Action
« Apportion
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QoS and Firewall Rules - Add
Match

D Valid range: [0-6000], Required oo j

Destination IP oo 1o o] O
Destination Netmask lo_ IU_ ’0_ ’0_

Destination Port 0 Walid range: [0-65535) O

Source IP lﬂ_ ID_ ’0_ ’0_ 8
Source Metmask lﬂ_ ID_ ’0_ ’ﬂ_

Source Port 0 Vvalid range: [0-65535) O
MNetwork Protocol _ _\.I'alid range: [0-255], Required O
Firewall Filter 1D Enter 0-16 chars. O
Packet minimum length .o _Valid range: [0-1500] O
Packet maximum length .o _Valid range: [0-1500]

QoS Protocol st ~|

Average Packet Rate .o _Valid range: [0-200]

Action CRPTURE ~|

Drop Policy m

Token Bucket Rate _0 _\."alid range: [0-1000000]

Priority _0 _\."alid range: [0-8]

Traffic Contral [0z =]

Flow Class

O

O 0O 0O O



QoS Selection

QoS and Firewall Rules - Add

> Match
checkboxes

 Unchecked =
wild card

> Need at least
one address

range selected
for rule to be
created

Match Flow Class
D Walid range: [0-6000], Required on j
Destination IP |o_ ID_.IJ_.’(J_ SELECTION O O
Destination Netmask lo_ ID_’CJ_’(J_
Destination Port 0 Walid range: [0-65535] O O
Source IP lo_ ln_ ’a_ ’0_ ] O
Source Metmask lﬂ_ ID_ ’a_ ’ﬂ_
Source Part 0 Valid range: [0-65535] O O
MNetwork Protocol Valid range: [0-255], Required O ]
Firewall Filter 1D Enter 0-16 chars. O O
Packet minimum length 0 Valid range: [0-1500] O O
Packet maximum length ] Walid range: [0-1500]
QoS Protocal sip |
Average Packet Rate 1] Walid range: [0-200]
Action CRPTURE |
Drop Policy m
Token Bucket Rate 0 Valid range: [0-1000000]
Priority 0 Valid range: [0-8]
Traffic Contral [o£f |
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QoS Action

> QoS treatment

> Drop/
Forward/
Capture

> Rate Policing
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QoS and Firewall Rules - Add

Match Flow Class
D Walid range: [0-6000], Required on j
Destination IP lo_ IU_ ’g_ ’0_ O O
Destination Netmask lo_ ID_ ’O_ ’0_
Destination Port 0 Valid range: [0-65535] O O
Source IP lo_ ln_ ’{)_ ’0_ O O
Source Metmask lﬂ_ ID_ ’{J_ ’ﬂ_
Source Port o Valid range: [0-65535] (] O
MNetwork Protocol Valid range: [0-255], Required O ]
Firewall Filter ID Enter 0-16 chars. O O
Packet minimum length 0 Valid range: [0-1500] ] O
Packet maximum length [i] Walid range: [0-1500]
Qo5 Protocol st ~|
Average Packet Rate ] Walid range: [0-200]
Action W ACT I O N
Drop Policy m
Token Bucket Rate 0 Valid range: [0-1000000]
Priority 0 Valid range: [0-8]
Traffic Contral [0z =]




QoS Apportion

> “Flow Class”
On/Off

> Flow Class
checkboxes

 Unchecked = wild
card
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QoS and Firewall Rules - Add

Match Flow Class
D Walid range: [0-6000], Required on j
Destination IP o fo Lfo Lfo AP PO RTI O N O O
Destination Netmask lo_ ID_ ’(J_ ’0_
Destination Port 0 Walid range: [0-65535] O O
Source IP lﬂ_ ID_ ’Q_ ’0_ O ]
Source Metmask lﬂ_ ID_ ’a_ ’ﬂ_
Source Port 0 Valid range: [0-65535] O O
MNetwork Protocol Valid range: [0-255], Required O ]
Firewall Filter 1D Enter 0-16 chars. & 8
Packet minimum length 0 Valid range: [0-1500] O O
Packet maximum length ] Walid range: [0-1500]
QoS Protocal [z -]
Average Packet Rate 1] Walid range: [0-200]

Action

Drop Policy
Token Bucket Rate
Priority

Traffic Control

CRPTURE j
Tail -]

1]

Valid range: [0-1000000]

off ~|

Valid range: [0-8]




Apportion Example

> Rate policing: limiting
source to 1MBsec

l 0.4MBsec
:>

o

L\

[+ ]
> Rate policing: limiting 0.6MBsec AR
[

[+ ]
L\

destination to 1MBsec

>

1MBsec

:>

1MBsec
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Firewall Rules — Example 1

12 | ©2011 Meru Networks. All rig

D

Destination P
Destination Metmask
Destination Port

Saurce [P

Source Metmask
Saurce Port

Network Protocol
Firewall Filter ID

Packet minimum length
Packet maximum length
Qo5 Protocol

Average Packet Rate
Action

Drop Policy

Taken Bucket Rate
Priarity

Traffic Control

DiffServ Codepaint

QoS and Firewall Rules - Add

40

97, 158} [ ]
55 (55 5.

Walid range: [0=-6000), Required

a

Walid range: [0-65535]

Walid range: [0-65535]

0

Walid range: [0-255]

Enter 0-16 chars.

Walid range: [0-1500]

5IP

Walid range: [0-1500]

LROFE =

Tail =

Walid range: [0-20:0]

Walid range: [0-1000000]

(=) = =
=t
h
L]

Walid range: [0-8]

[piffserv Disabled

Match

on =

T

m

m

Flow Class

O

D



Firewall Rules — Example 2
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Destination P
Destination Metmask
Destination Port

Saurce [P

Source Metmask
Saurce Port

Network Protocol
Firewall Filter ID

Packet minimum length
Packet maximum length
Qo5 Protocol

Average Packet Rate
Action

Drop Policy

Taken Bucket Rate
Priarity

Traffic Control

DiffServ Codepaint

QoS and Firewall Rules - Add

50

97, 158} [ ]
55 (55 5.

Walid range: [0=-6000), Required

a

Walid range: [0-65535]

Walid range: [0-65535]

6

Walid range: [0-255]

Enter 0-16 chars.

Walid range: [0-1500]

5IP

Walid range: [0-1500]

LROFE =

Tail =

Walid range: [0-20:0]

Walid range: [0-1000000]

(=) = =
=t
h
L]

Walid range: [0-8]

[piffserv Disabled

Match

on =

T

O

E O

m

Flow Class

O

D



Firewall Rules — Example 3
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Destination P
Destination Metmask
Destination Port

Saurce [P

Source Metmask
Saurce Port

Network Protocol
Firewall Filter ID

Packet minimum length
Packet maximum length
Qo5 Protocol

Average Packet Rate
Action

Drop Policy

Taken Bucket Rate
Priarity

Traffic Control

DiffServ Codepaint

QoS and Firewall Rules - Add

1]

97, 158} [ ]
55 (55 5.

Walid range: [0=-6000), Required

a

el et o

Walid range: [0-65535]

FS R R
a

Walid range: [0-65535]

Walid range: [0-255]

Enter 0-16 chars.

Walid range: [0-1500]

nons |-

Walid range: [0-1500]

I:E-I =] =] =2]

LROFE =

Tail =

Walid range: [0-20:0]

Walid range: [0-1000000]

(=) = =
=t
h
L]

Walid range: [0-8]

[piffserv Disabled

Match

on =

T

O

a2 O =

m

Flow Class

O

D



Firewall Rules — Example 4
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Destination IP
Destination Metmask
Destination Port
Saurce |P

Source Metmask

Source Port

Metwork Protocol
Firewall Filter ID

Packet minimum length
Packet maximum length
QoS5 Protacol

Average Packet Rate
Action

Drop Policy

Taken Bucket Rate
Priarity

Traffic Control

DiffServ Codepaint

QoS and Firewall Rules - Add

0

97,168 [ ]
53 (5 5.

Walid range: [0=-6000), Required

[N GO CO O

Walid range: [0-65535]

Walid range: [0-65535]

17

Walid range: [0-255]

Enter 0-16 chars.

Walid range: [0-1500]

nonea -

Walid range: [0-1500]

FORWARD -

Tail =

Walid range: [0-200]

Walid range: [0-1000000]

1000000
Q
dn =

Walid range: [0-8]

[piffserv Disabled

Match

on -

8

O

m

Flow Class

O

A O

D



PEM: Per-ESS Firewall Policies

1
User Password
E &
VoiP Phone Denied
Access .
Corporate
Server
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PEM: Per-Group Firewall Policies

[,
~ User Password
— I > & Policy
a2
i

Mern N\
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Lab Preview

> Configuring local captive portal users

> Configuring captive portal authentication

* Local
« RADIUS

> Configuring firewall rules

» Add firewall rules to previous test network
 Add VLAN
» Add firewall rules

MeRa N
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Demonstration:
Creating a Firewall Rule
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