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Troubleshooting

Dashboards, Inferences, Station Logs, and Packet Captures
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Skills Learned

You’ll be able to:

> Drill down into specific information using the

• Station diagnostic dashboard

• Radio diagnostic dashboard

• CLI

> Configure syslog tracking

> Collect and transmit diagnostic information
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Practice Description

Lab will cover

> Drilling down for information using Dashboards

> Running and examining station logs 

> Running and examining packet captures
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Information Facilities

> Dashboards

• Alarms 

• Station Dashboard -> Station Diagnostics

• Radio Dashboard -> Radio Diagnostics 

> Inferences

> Syslog

> Station Logging

> Station Counters

> Packet Capture and Analysis 

• From a controller

• From an AP

• From a wireless laptop

> E(z)RF Network Manager
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Troubleshooting Triggers

> Proactive

• Alarms 

• Inferences

• Trend Dashboards 

[ E(z)RF Network Manager]

> Reactive

• User complaints
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Proactive Troubleshooting: 

Typical Questions

> Are there throughput bottlenecks?

> Are my APs functioning properly? 

> Is there something going on that I need to know 

about? 

> Where can I anticipate problems? 
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Dashboards - Alarms



©2011 Meru Networks, All Rights Reserved8

Alarms in the CLI

What syslog 

messages are there?

show log

What rogues are 

detected?

show rogue-ap-list

Show a summary of 

syslog messages.

show syslog-table

What alarms are 

present?

show alarm
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Rogue Alarms
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Rogue Detection

Operation
> Radios with clients scans home channel 

> Radios without clients scan all (configured) 
channels 

> Radios can be dedicated to scanning
• All channels, both bands

Detection Settings
> Allowed APs are listed in an ACL by BSSID 

address

> Each created ESSID will have a BSSID 
added 

> Two ACLs available:
• Authorized

• Blocked
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Preventing Rogue Notification 
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Rogue Mitigation

> Three nearby APs are chosen 
by controller as ―rogue killers‖

• 3.6.1: AP200 only

• 3.7: AP200 and AP300

• 4.0: AP200 and AP300

Mitigation Settings

> Mitigate all (all APs not on 
authorized list)

> Mitigate selected (only APs on 
blocked list)
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Inferences 

> Correlates 

system events 

to draw 

conclusions
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Inference Engine

> Essentially a bunch of counters that trigger an alert when 

thresholds are reached

> Three Areas Tracked 

• Station, Controller, AP (AP300)

• Turn on at installation (3.6.1)

> Send to station log and/or syslog

> Automated reporting available
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E(z)RF Network Manager
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Reactive Troubleshooting: 

Typical Complaints

> I have a bad phone connection!

> The network is slow!

• YouTube looks bad 

> I can’t connect!

• At all

• Connection drops
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What are We Trying to Do?

Switch
Gateway/

Firewall

NTPRADIUS

RS-232 @ 115kbps

Switch

SIPDHCPDNS



©2011 Meru Networks, All Rights Reserved18

What to Do When Things Go Wrong

> Ask:

• Has it worked before? What changed?

• One client, several, or all?

• One AP, several, or all (locations affected)?

• Controller and APs contactable?

• Stations observable? 

• What is the MAC address of the affected client(s)?
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Bad Phone Call Problems

> Generally, troubleshooting poor quality calls does not 

require admin access

• Verify call is handled under QoS

• QoS Counters

• QoS Flows

• Check Station Diagnostics

• Signal strength

• Retry 

• Loss
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Diagnostics – Station
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Station Buffered Diagnostics (Station Log)
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Slow Network Problems

> Generally, troubleshooting slow networks does not require 

admin access

• Check Station Dashboard

• Check Station Diagnostics

• Check AP Diagnostics

• Check number of clients 
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Diagnostics – Radio 
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Connectivity Problems

> Generally, troubleshooting connectivity requires admin 

access

• Check Station Diagnostics*

• Station Buffered Diagnostics 

• Check Station Logs

• Interactive

• Historical

• Check Station Events* [E(z)RF Network Manager]

• Historical

• Check Syslog* (for captive portal problems)

• Check Station Counters*

• Capture packets

* Does not require admin access
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Stages of Connection
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Station Logging
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Interactive Station Logging

> Used to track stations 
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Historical Station Logging

> Used to track stations in the past

> Same as buffered diagnostics

station-log show 

–mac=rr:ss:tt:uu:vv:yy

–since=xxx
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> Enable Security logging on the Security Profile of interest

• Syslog shows Captive Portal messages not seen elsewhere

Syslog Diagnostics 

Syslog access is also available in the CLI
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Station Counters

> show station

•general [mac-address xx:xx:xx:xx:xx:xx]

•all [mac-address xx:xx:xx:xx:xx:xx]

•details mac-address xx:xx:xx:xx:xx:xx

•details ip-address xxx.xxx.xxx.xxx

•802.11 [mac-address xx:xx:xx:xx:xx:xx]

•counter [mac-address xx:xx:xx:xx:xx:xx]

•network [mac-address xx:xx:xx:xx:xx:xx]

•security [mac-address xx:xx:xx:xx:xx:xx]



©2011 Meru Networks, All Rights Reserved31

Where to Capture Packets

MAC/IP of Controller 

Ethernet Port

MAC/IP of AP 

Ethernet PortBSSID of ESS
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Capturing Packets on the Controller 

> From the Controller
• Use the capture-packets command
name # capture-packets

• Use –w to save a capture (must be last option)
name# capture-packets -w filename

> From APs (AP200/300/1000i only)
• Use  the –i option of the capture-packets command. 
name# capture-packets -i ap_num

> To stop real-time packet capture, press Ctrl-C

> Move captured files to laptop and use Wireshark to filter
name# cd capture

name# copy filename ftp://user@ip_address/

name# cd images
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Filtering Packets

> The built-in Ethereal sniffer lets you filter packets.

> Syntax:
• -R primitive[[equivalence value]

• No spaces are allowed in filter specification

• Equivalences are: == (equal to), != (not equal to)

> Capture only SIP packets from AP 1:
• name# capture-packets –i 1 -R sip

> Capture traffic from an IP address:
• name# capture-packets -R ip.addr==192.168.10.50

> For more complex filtering, capture files to 
laptop and use Wireshark
 name# capture-packets –i 47 –R wlan.addr==00:1e:52:72:67:95
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Wireshark

Help
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Capturing Packets Directly from APs 
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Capturing 802.11 Frames Directly from APs

> Synchronize clocks with Controller and Wireshark PC

> Create a sniff profile

• Point to Wireshark PC’s IP address

• Specify index number(s) of L3-connected APs

• L2 mode also available 

• Set truncation length to 0 

• Enable sniff

> Set up and activate Wireshark

• Set up Capture Options...

• Filter on incoming port

> When you’re done, disable sniff profile
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If You Need to Call Support

Have a problem description ready:

> Devices affected

> To which specific devices it happens

• MAC address of devices for connectivity problems

> When / under what conditions it happens

> If it worked previously, what recent changes occurred 

> What you’ve tried up to this point
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diagnostics-controller Command

> ―diagnostics-controller‖ command captures 

controller state into file

> When you need to capture the entire system state, use 

the command ―diagnostics‖

• Takes snapshot of system state

• Essential for reporting problems

• Does not affect operation

• Need to copy off the controller
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Lab Preview

> Create and examine alarms

> Trigger and examine inferences

> Examine the syslog

> Examine station logs

> Examine station counters

> Capture and examine packets

• SIP

• RADIUS
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Sample Symptom List:
Captive Portal Clients Cannot Authenticate

> Local vs. Remote setting for auth incorrect

> Controller IP not added to RADIUS client list

> User was not given remote access permissions in dial-in settings, or secret is 
mismatched

> Max connections per username has been exceeded (either on server or in 
captive portal settings on controller)

> Incorrect binding of radius profile to ssl server

 Ping RADIUS server from controller

 Examine 802.1x events on controller, see if RADIUS 

request/response is happening correctly

 If there are multiple logins under same name/passwd, try using 

a different username/passwd to validate either connection 

bound exceeded or leakage
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Sample Hardware Reference: Access Point 

300 LEDs

LAN (Ethernet)

RF (Radio) 2

Power

RF (Radio) 1

Status
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Sample Hardware Reference:

AP 300 LEDs

LED Interpretation

Power off—no power

green—presence of power

Status off—no power

green—booting stage 1

blinking green and off—booting stage 2

blinking green and white—discovering the controller

blinking green and blue—downloading a configuration from the controller

blinking blue and off—AP is online and enabled, working state

blinking red and yellow—failure; consult controller for alarm state

LAN off—no power, or no link

green—link status OK    (at any speed)

green/blinking—activity (at any speed)

red—auto negotiation failure

Radio 1

Radio 2

off—no radio present

green—radio enabled

green blinking—data activity

yellow—disabled or in scanning mode

red—failure


