Troubleshooting

Dashboards, Inferences, Station Logs, and Packet Captures
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Skills Learned

You'll be able to:

> Drill down into specific information using the
« Station diagnostic dashboard
» Radio diagnostic dashboard
» CLI

> Configure syslog tracking
> Collect and transmit diagnostic information
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Practice Description

Lab will cover
> Drilling down for information using Dashboards

> Running and examining station logs
> Running and examining packet captures
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Information Facilities

> Dashboards
« Alarms
 Station Dashboard -> Station Diagnostics
» Radio Dashboard -> Radio Diagnostics

> |nferences
> Syslog

> Station Logging
> Station Counters

> Packet Capture and Analysis
* From a controller
* From an AP
* From a wireless laptop

> E(z)RF Network Manager )
MeRU N
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Troubleshooting Triggers

> Proactive
» Alarms

* Inferences

» Trend Dashboards
[ E(z)RF Network Manager]

> Reactive
» User complaints

MeRa N
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Proactive Troubleshooting:
Typical Questions

> Are there throughput bottlenecks?
> Are my APs functioning properly?

> |s there something going on that | need to know
about?

> Where can | anticipate problems?
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Dashboards - Alarms

Alarms Dashboard [ GraphHelp ]

AIL\@n Category Alarm Severity
Total Alarms = 37 Total aAlarms = 37
20 20
15 15
10 10

5 5

] - - ]

1: Controller Alarms .Critin::al
2. AP Alarms Majar
3: Server Alarms Minar
4: Wireless LAN Alarms

5. IDS Alarms

Enable Auto Refresh
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Alarms in the CLI

What alarms are

present?
show alarm

Show a summary of

syslog messages.
show syslog-table
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What syslog

messages are there?
show log

What rogues are

detected?
show rogue-ap-list




Rogue Alarms

3 Gnnﬁgurltim-'l
P Maintenance

w  Monitor >>>
Dashboard

System

Radio

Station

Voice

Manageme :
Alarms Dashboard

User: admin

Alarm Category

Total Alarms = 2
2

[ Graph Help ]

Controller-192.168.17.15

Alarm Severity

Total Alarms = 2

2:46:58 PM

Help | \reiti ™

pectrum
Diagnostics 0 R B ; o
Radio
Station
Inferences 1: Controller Alarms Critical
Global Statistics 2: AP Alarms ior
Security Counters 3: Server Alarms Minor
QoS Counters 4: Wireless LAN Alarms
Devices 5: IDS Alarms
All Stations
Phones ™ Enable Auto Refresh
MAssociations
Wireless = A\
— \
Radio 1
Auto refresh in - 43 secs
Wired
021901000) '@H@D] 'Oi[l]'o‘[il @[L] [0 \ D[z]lfl[s
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Alarm Category Details

Row # Time
1 02/05/2010
22:45:31
2 02/05/2010
22:45:31

<< Prev (1-20f2) Next >>

e Tyse| Ao

Rogue AP

D i Critical

Rogue AP

Detected Critical

Details

CONTROLLER (1:2) ROGUE
AP DETECTED. AP
mac=00:1d:6a:ch:26:f1
bss=00:1d:6a:cb:26:f1
cch= 6 ess=rogue02 by AP
AP-2 (2)

CONTROLLER (1:3) ROGUE
AP DETECTED. AP
mac=00:1d:6a:cb:2d:0d
bss=00:1d:6a:cb:2d:0d
cch= 6 ess=roguell by AP
AP-2 (2)




Rogue Detection

Operation
> Radios with clients scans home channel

> Radios without clients scan all (configured)
channels

> Radios can be dedicated to scanning
 All channels, both bands

Detection Settings

> Allowed APs are listed in an ACL by BSSID
address

> Each created ESSID will have a BSSID
added

> Two ACLs available:
» Authorized
* Blocked
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Preventing Rogue Notification

Controller-192.168.17.15  2:49:00 PM

Allowed APs (10 entries)

w+ Configuration Global Settings Allowed APs
System Config O BSSID
Quick Start — 00:0c:e6:22:eb:bd
Security -
Profile M 00:0ce6:cl:00:9c
Radius —
; A 00:0c:e6:99:90:b9
Captive Portal o
Guest Users . 00:0c:e6:55:5b:ec
Mac Filtering -
0O 00:0c:e6:a4:c6:f1
— 00:0c:e6:32:f5:11
Air Shield -
105 = 00:0c:eb:41:ae:fb
Wired — 00:0c:e6:99:a2:2b
WLAN =
GRE O 00:0c:e6:d9:ccia
Wireless
Radic 0O 00:0c:e6:25:a0:ef
ESS
QoS
Eystem Seftings
Devices ( Refresh ) ( Add 3 € Delete )
@[2)2[012[0) gt ) Ik ok BB o @ el [024:07h:55m:13s)
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Rogue Mitigation

> Three nearby APs are chosen
by controller as “rogue killers”

« 3.6.1: AP200 only
« 3.7: AP200 and AP300
* 4.0: AP200 and AP300

Mitigation Settings @

> Mitigate all (all APs not on
authorized list)

> Mitigate selected (only APs on
blocked list)
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Inferences

> C 0 r re I ate S L] Controller-192.168.17.15  4:41:10 PM
SySte m eve n tS ﬁ Diagnostic Inferences

w  Monitor >>> m
Dashboard

to draw - -

Radio Timestamp MAC Address Source Details
Station

1 Voice client <192.168.17.76 00:1b:2f:be:cb:37> on AP <00:0c:e6:03:7f.f2>
C O n C u S I O n S 2009-09-08 16:20:51.016 00:90:0b:0c:81:10 Controller is conflicted with other client <192.168.17.76 00:14:6c:83:ec:45> on

Alarms AP <00:0c:e6:04:79:d5>.

Showing 1-20f2 <<« Prey 1-2 Next>>

Specktrum

Diagnostics
Radio
Station 2009-09-08 16:24:35.768 00:1b:2f:be:ch:37 Station

Inference Rule #8 matched : IP Address Update 17 times within 300
seconds.

[IP 0.0.0.0] [unknown] [data] [AP-1 AP-1] [BSSID 00:0c:e6:5c:b0:9a]
[ESSID stockholm]

[Vian Tag 0] [L2 State clear] [L3 State clear] [First Seen @ PDT Sep 8
13:20:49]

Global Statistics
Security Counters

QoS Counters
Devices

All Stations

Phanes

Associations

Wireless
Radio

1!

= BRI
Wired

ot 4

i
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Inference Engine

> Essentially a bunch of counters that trigger an alert when
thresholds are reached

> Three Areas Tracked
» Station, Controller, AP (AP300)
e Turn on at installation (3.6.1)

> Send to station log and/or syslog
> Automated reporting available

MeRa N
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E(z)RF Network Manager

L Trend Dashboard Trend Interval ( 48 Hours [8) O Enable Auto Refresh
}  configuration
» Inventory Global Trends
» Reports & Notify Throughput Stations Online APs Offline APs Ongoling Calls Registered Phones
}  visualization [J
¥ Administration M f l | l
W+ Monitor -
Global D?:':;ﬁrd Critical Alarms High Nolse Radios High Loss Radios High Loss Stations Low Signal Stations  Rogue APs
Device Dashbeand Ll] MM | bb_uﬁ&' | ih 5 i l Aﬂ
Controller
AP Problem Controllers Stations Trend
Station
Fault Dashboard Name IP Address Summary
Alarms 50
Event Viewer
Tools
Search i
Topology
20
1]
12:54:00 12:54:00 12:51:00
Controller Trends
Throughput Stations Online APs Offline APs Ongoing Calls Registered Phones
, I Y ]
I"Ilb L |
¥ I'i B |
Critical Alarms High Noise Radios High loss Radios High loss stations Low Signal Stations  Rogue APs
iy .
l llll' mr H I " -,l. Uﬂ" | | I'J‘ " v Ilr -
|- T ek 1 B AT LA | 11k )
& Network Manager | 4 1] A :

» Slrvlnlmrann|
P WirelessIPS |
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Reactive Troubleshooting:

Typical Complaints

> | have a bad phone connection!

> The network Is slow!
 YouTube looks bad

> | can’t connect!

« At all
» Connection drops
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What are We Trying to Do?

4

Gateway/
Firewall

RADIU

-’
Switch

= [
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Switch

()
D‘ RS-232 @ 115kbps
|
sy 4 ,,
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What to Do When Things Go Wrong

> Ask:
» Has it worked before? What changed?
* One client, several, or all?
* One AP, several, or all (locations affected)?
» Controller and APs contactable?
» Stations observable?

 What is the MAC address of the affected client(s)?

=l —ea=p
&\K\% JJ ControlSr

Point

-4 -4

Laptop Laptop
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Bad Phone Call Problems

> Generally, troubleshooting poor quality calls does not
require admin access

» Verify call is handled under QoS
* QoS Counters
* QoS Flows

» Check Station Diagnostics
 Signal strength
* Retry
* Loss

MeRa N
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Diagnostics — Station

Stations Dashboard [ Graph tein]

Station

Advanced

Min = 0 Kbps, Max = 151.068 kbps
Avg = 21.244 Kbps, Total = 13 stations

Airtime Utilization Distribution Advanced

Min = 0%, Max = 0%
Avg = 0%, Total = 13 stations

10

15.107
Kbps

Loss Distribution

Min = 0%, Max = 29%

Avg = 7.692%, Total = 13 stations

T 75535

Kbps

135983
Kbps

Advanced

12 1

10 T
Station Diagnostics

Station MAC Address

00:1 cbf:03:20:00

H
3
4
2
o
Signal Strength Distribution

in 2 Mast = -
Avg =-61, Total = 13 stations
“

& - wow R @ oa o

2.82

Enable Auto Refresh
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141

z

z

station Activity Time Trend

Station IP Address

192.168.1.27

[ Graph Help ]

551D

idaho-guest

[ Error Log ]

! Current Yalue: T Thruput: 65.013 Kbps, B Throput = 74.855 Kbps

Stop Diagnostics

AP ID
1 AP-1

AP Mame

Auto refresh in: 25 secs

Current Yalue: Signal Strength = -24

| =0
2538 7518 3.3 i}
&0
-10
40
o -z20
a -30
230130 230132 23101134 2301130 2301132 23:01:34
Time (hhemm:ss) -= Time Chhemm:ss) - =
Current Yalue: Loss % = 24 Current Yalue: Airtime Utilization %% =0
25 1
20
13
10
5
u] u}
Zai01:30 20132 2201034 23:01:20 230132 20134

Tirne thhemm:ss) - =

Tirme (hhimmss) - =

Station Diagnostics [ Events... ] [ Show Buffered Diagnostics. .. Refreshing. Please wait...
22:28:26.2855940 | 00:1lc:bf:03:=20:00 | DHCP | <msyg type=INFO=<server ip=ZLL.ZL5 255 ZLEr+se A
Z2:128126.28687Z | 00:1lc:bf:03:e0-00 | DHCP | <msg type=INFO_ACK=<server_ip=19Z_l&5_1_ 7=<se
Z2:128129.288273 | 00:1lc:bf:03:e0-00 | | g_type=INFO=<server ip=2ZE55 255 ZLL.ZLEr<ze
ZE2IZ28I29. 283210 | 00:1lc:bf:03:e0z00 | | <msg type=INFO ACE-<serwver ip=l19%2.162_1.7><se
ZE2IZ29:38.2337580 | 00:1lc:bf:03:e0-00 | I | g_type=INFO=<server ip=2ZE5&. 255 ZLL.ZE&r<ze
2R AARINE | AN-1q-WF-N3-an-N0 | WECD | emcer Fra=THRA 2MFeccarvrar dn=19% 188 1 Tw<ca




Station Buffered Diagnostics (Station Log)

%Statiun Diagnostics Details

F
<AID=1= assigned to =AP ID=Z=<ES3ID=stockholml-guest=<B253 T
state chahge <old=Thauthenticated><new=iuthenticated=<ALP=
state change <old=iuthenticated-<new=Associatedr<AF=00:0c

1Z:E4:E87_ 4563520
1Z:L54:57_ 2085329
1Z2:54:57_5811z248

O00:14:6c:83:ec-4k
O0:14:6c:83:ec-4k
O0:14:6c:83:ec-4f

Btation Assiom
202_.11 Btate
202.11 State

| | |

| | |

| | |
lE-L55:02.3506053 | 00:14:6c:83:ec:48 | DHCP | <msg type=DISCOVER-<server ip=2LL.2LL.25f.2L8&<zerver_mac
1z:EE:03.101233 | 00:14:&6c:83:ec:45 | DHCP | =msg type=0FFERr<serwver ip=192.168_ Z0. Zr<server mac=00:1h
lE-LEL:032.1037732 | 00:14:6c:82zec:48 | DHCP | <msg type=REQUEST:<sarwer ip=EZLL ELL_ZLL ZLLr=serwer mac=
lz:55:03.1z8625 | 00:14:6c:83:ec:45 | IP Address Discowered | <014 IP discovery Method=none==01ld IP=0.0_0_0<Mew IP disc
lE-55:03.128630 | 00:14:6c:83:ec:48 | DHCP | <msg_ type=ACEr<server_ ip=l3:Z_l165.Z0_ ZF<zserver mac=00:1lb:Z
lz:EE:ZE.472851 | 00:14:&6c:83:ec:45 | DHCP | <msyg type=INFOr<server ip=ZEE_ 255 ZEE ZECwr<server mac=ff: ¥

£ | >

Close

Station Diagnostics Events
™ 1P Address Discovered ™ DHCP Ack
™ station Assign ™ 802.11 State
] CP User Authentication ] 1X Authentication
E Encryption
(Dose))
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Slow Network Problems

> Generally, troubleshooting slow networks does not require
admin access
» Check Station Dashboard
» Check Station Diagnostics
» Check AP Diagnostics
» Check number of clients

Gt e dende MAC addmesss and Examine e Saion dagnasics, uEng

Whats e =
_..- Soveran expaded

Examing e sgral srengn of e
deni, usng MM I analivie,

Gt e dende MAC addmesss and
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Diagnostics — Radio

Radio Dashboard  [GraphHelp]

Throughput Distribution Advanced...  Association Distribution Advanced..
Min = 0.007 Mbps, Max = 0.238 Mbps Min =0, Max = 3
Avg = 0.047 Mbps, Total {Wireless Interfaces) = 23 Avg = 0.522, Total (Wireless Interfaces) = 23
. 13
3 10
]
: ‘Hm
m.__ Wireless Interface Diagnostics |  Stop Diagnostics |
Mbps Mbps

Loss Distribution

Min = 6%, Max = 55% AP ID Interface ID AP Name
Avg = 30.304%, Total (Wireless Interfaces) =2
5
. 2 I | A2
3
2
! II . Wireless Interface Activity Trend [ Graph Help ] Auto refresh in; 59 secs
° 10,82 301
Current Value: Throughput: 0.016 Mbps Current Value: Associated Stations = 1
Enable &uto Refresh
0.03 1
002 n
= |
< 5
(=4 =
a 0,01 =
= o}
=
0.00
11:29:23 11:30:27 11:33:28 11:29:23 11:30:27 11:33:28
Time (hh:mm;ss) -= Time (hh:mm:ss) -=
Current Value: Noise Level = -88 Current Value: Loss % = 1, Channel Utilization % = 3
u] 3
£ -2
- 2
% -50 ” —/—\
5 -75 #1
K=l
=
-100
11:29:23 11:30:27 11:33:28 11:29:23 11:30:27 11:23:28
Time (hh:mm:ss) -= Time (hh:mm:ss) -=
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Connectivity Problems

> Generally, troubleshooting connectivity requires admin
adCCessS
« Check Station Diagnostics*
« Station Buffered Diagnostics
» Check Station Logs

* |[nteractive
» Historical

» Check Station Events* [E(z)RF Network Manager]
* Historical

» Check Syslog* (for captive portal problems)

» Check Station Counters*

» Capture packets

* Does not require admin access _~
MeRﬂ\

24 1 ©2011 Meru Networks, All Rights Reserved
NETWORKS®



Stages of Connection

Meru Standard XIW Captive

MAC | Otalion Authont 'Wraz Key P Portal /

ign- [ — - — - — - — -
Filtering ﬁﬁr:tg?ﬂ cation/ Authenti- Exchange DHCP Discovery vgﬁﬁ_lgnsﬁ r
AP Associa- cation cation
tion
If B02.1X, If B02.1X,

If MAC T WAy e wmas I IP address If web-based
filtering is y ' . : is NOT authentica-
anabiad an Mandatory Mandatory urWF’.i_!'.E- or WF’&E— already Mandatory fon |5 used
the ESSID PSK s PSK s assigned

enabled on enabled on d
the ESSID the ESSID
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Station Logging

-
Station Diagnostics

Station MAC Address Station IP Address
00:1c:kf.03:20:00 192.168.1.27

Station Activity Time Trend  [GraphHelp] [ Errorlog]

Current ¥alue: Tk Thruput: 65.013 Kbps,
20

SSID

idaho-guest

Stop Diagnostics

AP ID AP Name

AP-1

Auto refresh in: 25 secs

Current Yalue: Signal Strength = -24

0

&0
-10
40
- -z0
o -30
2301130 2301132 230134 23:01:30

Tirne (himmiss) ->
Current ¥alue: Loss % = 24

2301132 2301134

Time (hhimmiss) ->

Current Value: Airtime Utilization %% = 0

25 4
20

15

10

s

o a
23:01:20 23:01:32 221011342301 30

Time (b ss -3
Station Diagnostics  [Events..] [ Show Buffered Diagnostics... ]

22:28:26.285940 | 00:1lc:hf:03:e0:00 | DHCP
22:28:26.286672 | O0:le:hf:03:e0:00 | DHCP
2z:26:29.209279 | 120:00 | DHCP
2z:28:29.289210 | 103:e0:00 | DHCP
22:29:38.337590 | 00:le:hf:03:e0:00 | DHCP

77-29-28 FRWINE | AN-Te-hi-N2-an-A0 | OECD

230132 230134

Time (hhimmiss) =

Refreshing, Please wait

<msg_type=INFOr<server ip=rE5. 255 ZE5. Z5E»<se A

(168.1.7rsse

<msy type=INFOr<server ip=255.255.255.255r<5e
<msg type=THFO_ACK»<server_ip=192 168.1 7-<se
<msy_typesINFO><server_ip=255. 255 255, 25Er<sa
mcn FumasTHRN Br¥sccarmor in=107 1AR 1 Tecca

'\\Etatiun Diagnostics Details

<

1Z:54:87_ 463520 | 00:-14:
1Z2:54:57_80853% | 00:14:
1Z:54:E87_811248 | 00:14:
1Z:E5E:02_ 250609 | 00:14:
1Z:85:03_ 101233 | 00:14:
1Z2:55:03.103773 | 00:14:
1Z:E5E:03_ 1286258 | 00:14:
1Z:E55:023_ 1286320 | 00:14:
1Z:88:22_ 472851 | 00:14:

B
G
[Ta3e
G
B
G
[Ta3e
G
B

B3:ec:
B3:ec:
B3-ec:
B83:ec:
B3:ec:
B3:ec:
B3-ec:
B83:ec:
B3:ec:

45
45
45
45
45
45
45
45
45

Btation Assign

B0Z.11 Btate

80Z.11 Btate

DHCFP

DHCFP

LDHCFP

IPF Address Discovered
DHCFP

DHCFP

<AID=1> assigned to =<AP ID=E=<E28ID=stockholml-cquest=<EZE
state change =old=Thauthenticatedr-<new=tuthenticated==<AP=
state change =old=iuthenticateds<new=Associated-=<2PF=00:0c
<msyg type=DISCOVER:<server ip=Z5L ZLL_ zZEL. 2LEs<serwver mac
“msg_type=0FFERr<server ip=19Z_ 168 Z0_Er<server_mac=00:1b
“<msyg_type=REQUEET=<zserver_ ip=zZ~55. 255 EZ585.EZL8Sr<server_mac=
=01ld IP discovery Method=none=<01d IPF=0_0.0.0=New IP disc
<msyg type=ACKs<server ip=12Z_ 168 :20.Z=<server_mac=00:1h:z
<msy type=INFO=<server ip=:258_Z58. 2568 ZL5Er<server mac=ff: ¥

>

Cloge
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Interactive Station Logging

> Used to track stations

rigao# ztation-log
Interactive Per-Station Event Logging Shell {enter "help" for help)
gtation-log= 7

Interactive Event Logging Shell Uszage:

help, 7 Thiz help meszzage

exit, quit Exit/Quit

ztation zhow Show ztationz in the filter list

station add <44 :BE:CC:DD:EE:FF= Addd a ztation to the filter list by HAC
gtation del =AA:BE:CC:DD:EE:FF= Delete a station from the filter list by HAC
zstation del - Delete a ztation from the filter lizt by index
ztation del all Delete all stations from the filter list

event zhow Show the event filter list

event -mventz dizpcond: Set the dizplay condition for event -mventz

=vent= may be: #ID of event, or "all"
-dizpoonds= may be: "all" {1}, "none" {3 or "list" {7

MeRa N

NETWORKS®

zstation-log=
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Historical Station Logging

> Used to track stations in the past

> Same as buffered diagnostics

station-log show

-mac=rr:ss:tt:uu:vv:yy

—since=xxx

riga# ztation-log show -mac=A8:14:6c:583ec:45

2AA9-11-12
2AA9-11-12
2AA9-11-12
2AA9-11-12
2AA9-11-12
2AA9-11-12
2AA9-11-12
2AA9-11-12

12
12
12
12
12
12
12
12

22
Y
Y
22
Y
Y
22
Y

a4
H5 L
H5
a7
H5 5]
H 5t
455
H5 5]

241
817
21
H49
A4l
45
a L
AR1

3]
53]
4}
3]
53]
4}
3]
53]
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(14
114
(14
(14
114
(14
(14
114

H a1
Ha1s
Hals
H a1
Ha1s
Hals
H a1
Ha1s

Ha k]
HEK]
183
Ha k]
HEK]
183
Ha k]
HEK]

EC
H =
20
EC
H =
20
EC
H =

145
145
45
145
145
45
145
145

Station Azzign

BAZ.11 State

gAZ2.11 State

DHCP

DHCP

DHCP

IP Addreszz Discovered
DHCP

<AID=1= azzigned to AP_ID==
ztate change -xold=Unauthentic
ztate change -old=duthenticat
<anzg_type=DISCOVER=—=erver_ip
Anzg_tvpe=0FFER==erver_ip=19
g _tvpe=REQUEST=—=erver_ip=
Ald IP dizcovery Method=none
Anzg_tvpe=ACK=—zerver_ip=19Z,

MeRa N
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Syslog Diagnostics

> Enable Security logging on the Security Profile of interest
» Syslog shows Captive Portal messages not seen elsewhere

SysLog Files Table (8 entries)

'::fri'“:"' Last Accessed Size{KB) #Lines Last Record
Securi 10/17/2010 37 208 Controller Access User philippe@192.168.0.171 login to controller
B t 04:00:46 at time Sun Oct 17 04:00:46 2010 is OK . i
Syslog facility: Upgrade (40 entries)
Priority
10,’1?;‘2{}10 L Mnemonic Time [} Record
Q| @S 02:46:31 1 2 =
info UPG 1%’21,;’6?0”21“ Upgrade AP(s) to:4.0-105
Station Info Update : MacAddress : 00:14:6c88€2:b9, UserName : , o
Systemn 10/17/2010 AP-Id : 1, AP-Name : AP-1, BSSID : 00.8c7eb:a5:9d:64, ESSID : info upG 1%/21:;{;8210 Upgrade AP 1 START
= y\:\fNC 03:42:26 4 ] helsinki-voice, Ip-Type : dynami cp, Ip-Address :
- e 192.168.12.99, L2mode , L3-mode : clear, Vlan-Name : vin- info UPG 1%’21;’620“21“ Upgrade AP 2 START
voice, Vlan-Tag :
info UPG 1%/21:;58210 Upgrade AP 1 Upgrade Requested
10/17/2010
O NMS 02:46:31 1 0 info e POATI20N0 yograde AP 2 Upgrade Requested
- 10/17/2010 info upg | TYTIEON0 Upgrade AP 1 Reading File
—  Mobility 02:46:31
- o info upg | LO/L7/2010 o de AP 2 Reading File
02:36:03
= 1 0 info URG 1%’21:;5;’310 Upgrade AP 1 Erasing Flash
info upg | 1O/17/2010 o de AP 2 Erasing Flash
10/17/2010 . 02:3633
o Upgrade 0’;:41:45 5 40 Upgrade complete Meru rpms installed: (refvesh ) ( sesk/mefresh ) [ swp
Per User 10/17/2010 1 0
O Firewall 02:46:31

f_ Refresh ; \/_ View SysLog ;

Syslog access is also available in the CLI
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Station Counters

> show station
egeneral [mac-address XX XX XXIXXIXX:XX]
call [mac-address XX XX XX XX:XX:XX]
*details mac-address XX XX XX XX XX:XX
*details ip-address XXX.XXX.XXX.XXX
*«802.11 [mac-address XX XX XX:XX:XX:XX]
e counter [mac-address XX XX XX XX:XX:XX]
*network [mac-address XX XX XX:XX:XX:XX]
e security [mac-address XX XX XX XX:XX:XX]

rigu# show station counter
MAC Addreszs MACFilterCnt IPDizcCht Aszo.Cht SoftHOCKE PwrSavingTrCot KewvExCht RadiusauthCnt CPGuestlUzerCnt Pkts Tx Pkts Rx TxByvteCnt RxBvwteCnt

B8:14:6c:83ec:45 A 23 & 1 a a a i g927 B33 5356381 181775
Station Dotoboze Counter Toble(l entry)

30 | ©2011 Meru Networks, All Rights Reserved



Where to Capture Packets

MAC/IP of AP
BSSID of ESS / Ethernet Port MAC/IP of Controller
Ethernet Port

Lapop
' ‘ Server
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Capturing Packets on the Controller

> From the Controller

* Use the capture-packets command
name # capture-packets

« Use —w to save a capture (must be last option)
name# capture-packets -w filename

> From APs (AP200/300/1000i only)

» Use the —i option of the capture-packets command.
name# capture-packets -i ap num

> To stop real-time packet capture, press Citrl-C

> Move captured files to laptop and use Wireshark to filter
name# cd capture
name# copy filename ftp://userQip address/
name# cd images

MeRa N
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Filtering Packets

> The built-in Ethereal sniffer lets you filter packets.

> Syntax:
* -R primitive[[equivalence value]

* No spaces are allowed in filter specification
* Equivalences are: == (equal to), !'= (not equal to)

> Capture only SIP packets from AP 1:

* name# capture-packets -i 1 -R sip

> Capture traffic from an IP address:
* name# capture-packets -R ip.addr==192.168.10.50

> For more complex filtering, capture files to
laptop and use Wireshark
€ name# capture-packets -i 47 -R wlan.addr==00:1e:52:72:67:95

MERTL N
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Wireshark

1l AirPcap USB wireless capture adapter nr. 00 - Wireshark

File Edit Wiew Go Capture Analyze  Statistics  Telephony Tools  Help

e EEXZE Qe T L (BB QQAF| dERX B

Filker: ¥ Expression... Clear Apply

MNo. - Time: Source Destination Pratocol Info
250 4, bulobh Alphakblet_chidboitl Intel_slisa:its IEEE wl: Probe Response, SH=41lh, FM=01, Flagse=.
551 4,681290 06:06:10:h5:31:99 Metgear_hb5:31:99 IEEE 80Z Probe Response, SH=3249, FN=0, Flags=
552 4,681427 05:06:10:b5:31:9% (RA IEEE 802 Acknowledgement, Flags=........ C
553 4,681664 0a:06:03:heich:37 Eroadcast IEEE 802 Beacon frame, SW=38694, FN=0, Flags=.
554 4, 581515 05:06:10:b5:31:59 Metgear_hb5:31:99 IEEE 802 Probe Response, SH=3250, FN=0, Flags=
555 4.682185 06:06:10:085:31:9% (RA IEEE B0Z Acknowledgement, Flags=........ =
556 4, 683015 Alphanet_ch:2e:fl Eroadcast IEEE 802 Beacon frame, SwW=41G, FW=0, Flags=...
557 4.684291 05:06:10:b5:31:99 Metgear_hb5:31:99 IEEE B0Z Probe Response, SW=3251, FN=0, Flags=
558 4.634541 06:06:10:b85:31:9% (RA IEEE B0Z Acknowledgement, Flags=........ C R
550 4, 710793 Alphanet_ch:2d:od Eroadcast IEEE 802 Beacon frame, SwW=1841, FN=0, Flags=.
SE0 4, 736916 06:06:10:h5:31:99 Eroadcast IEEE 802 Beacon frame, SwW=1560, FN=0, Flags=.
561 4. 772189 Metgear_b5:31:9%9 Eroadcast IEEE B0Z Probe Reguest, SW=2263, FN=0, Flags=.
562 4.775288 alphanet_ch:2d:od Metgear_h5:31:99 IEEE B0Z Probe Response, SH=1842, FN=0, Flags=
563 4.777320 alphanet_ch:2d:od Metgear_h5:31:99 IEEE B0Z Probe Response, SH=1842, FN=0, Flags=
S84 4, FFV540 AlphaMet_ch:a5:29 (RA IEEE 8502 acknowledgement, Flags=.........
565 4. 77E31E Metgear_be:ch:37 Eroadcast IEEE B0Z Probe Reguest, SW=2328, FN=0, Flags=.
566 4. 750291 alphaMet_ch:26:f1 Metgear_h5:31:99 IEEE B0Z Probe Response, SH=417, FHN=0, Flags=. =

¥

+ Frame 1 (150 bytes on wire, 150 bytes captured)

+ Radictap Header w0, Length 28

+# IEEE 802.11 Beacon frame, Flags: ........ C

+ IEEE 802.11 wireless LAN management frame

0000 00 00 1c 00 ef 18 00 00 ad 28 bd 01 93 01 00 00 ........ e

0010 10 02 85 09 a0 00 ae 97 66 00 00 17 80 00 00 00 ........ oo,

o020 Ff £f fF £F £F £f 00 1d 6a <cb 2d 0d 00 1d 6a cbh .....e jo-ood.

0030 2d Od el G2 81 61 4d 98 74 09 00 00 &4 00 31 04 —..heaM, t...dl1.

o040 00 07 72 6fF 67 75 65 30 31 01 08 82 84 Bb 96 OcC orogued 1....... a3

[alal-ta) o I e U~ e X WO I i | ME ME md [ala il an [ T T T T S W i | (AT a [y H (4]

° File: "C:ADOCUME~1\User01\LOCALS~1\Temp'... | Packets: 1876 Displayed: 1876 Marked: 0 Dropped: 0 Profile: Default
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Capturing Packets Directly from APs

=n
1
P
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Capturing 802.11 Frames Directly from APs

> Synchronize clocks with Controller and Wireshark PC

> Create a sniff profile

* Point to Wireshark PC’s IP address

» Specify index number(s) of L3-connected APs
* L2 mode also available

 Set truncation length to O
 Enable sniff
> Set up and activate Wireshark

» Set up Capture Options...
» Filter on incoming port

> When you're done, disable sniff profile

MeRa N
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If You Need to Call Support

Have a problem description ready:
> Devices affected

> To which specific devices it happens
« MAC address of devices for connectivity problems

> When / under what conditions it happens
> |f it worked previously, what recent changes occurred
> \What you’ve tried up to this point

MeRa N
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diagnostics-controller Command

> “diagnostics—-controller’” command captures
controller state into file

> When you need to capture the entire system state, use
the command “diagnostics”
» Takes snapshot of system state
» Essential for reporting problems
» Does not affect operation
* Need to copy off the controller

MeRa N
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Lab Preview

> Create and examine alarms

> Trigger and examine inferences
> Examine the syslog

> Examine station logs

> Examine station counters

> Capture and examine packets

* SIP
* RADIUS

MeRa N
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Sample Symptom List:

Captive Portal Clients Cannot Authenticate

\Y

Local vs. Remote setting for auth incorrect
Controller IP not added to RADIUS client list

User was not given remote access permissions in dial-in settings, or secret is
mismatched

Max connections per username has been exceeded (either on server or in
captive portal settings on controller)

Incorrect binding of radius profile to ssl server

¢ Ping RADIUS server from controller

¢ Examine 802.1x events on controller, see if RADIUS
request/response is happening correctly

¢ If there are multiple logins under same name/passwd, try using
a different username/passwd to validate either connection

bound exceeded or leakage
MeRU N
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Sample Hardware Reference: Access Point
300 LEDs

RF (Radio) 2

RF (Radio) 1

AN (Ethernet)

Status

Power

MERL N
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Sample Hardware Reference:
AP 300 LEDs

LED Interpretation

Power off—no power
green—presence of power

Status off—no power

green—booting stage 1

blinking green and off—booting stage 2

blinking green and white—discovering the controller

blinking green and blue—downloading a configuration from the controller
blinking blue and off—AP is online and enabled, working state

blinking red and yellow—failure; consult controller for alarm state

LAN off—no power, or no link

green—Iink status OK (at any speed)
green/blinking—activity (at any speed)
red—auto negotiation failure

Radio 1 off—no radio present

Radio 2 green—radio enabled

green blinking—data activity
yellow—disabled or in scanning mode
red—failure
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