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Build a Guest Network

Captive Portal

Firewalling
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Skills learned

You’ll be able to:

> Create guest-isolating firewall rules  

> Create captive portal ESSes

• Local authentication

• RADIUS authentication

> Add temporary captive portal users
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Practice Description

Lab will cover

> Configuring firewall rules 

> Configuring local captive portal users

> Configuring captive portal authentication 



©2011 Meru Networks.  All right s reserved. 4

Guest Network Types

> Open access

> Captive portal

• Username/password 

authentication via https 

• Only traffic allowed is 

ARP, DNS, DHCP

• Can use local or 

RADIUS authentication
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Guest VLANs

> Configured
• Use “Tunnel Type” 

VLAN

> RADIUS-assigned 
• Use “Tunnel Type” 

RADIUS

• Use Firewall Filter ID

• Licensed Feature
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Creating Local CP Users

> Up to 32 local users
• Guest User name

• Guest Password

• Start time

• End time



©2011 Meru Networks.  All right s reserved. 7

QoS System: 

Firewalling and Rate Policing

> Configuration is a 

3-step process

• Selection

• Static ranges

• ESS-based 

• Per-group 

“firewall” 

• Action

• Apportion
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QoS Selection

> Match 

checkboxes

• Unchecked = 

wild card

> Need at least 

one address 

range selected 

for rule to be 

created

SELECTION
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QoS Action

> QoS treatment

> Drop/

Forward/

Capture

> Rate Policing

ACTION
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QoS Apportion

> “Flow Class” 

On/Off

> Flow Class 

checkboxes

• Unchecked = wild 

card

APPORTION
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Apportion Example

> Rate policing: limiting 

source to 1MBsec

> Rate policing:  limiting 

destination to 1MBsec

1MBsec

1MBsec

0.4MBsec

0.6MBsec
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12

Firewall Rules – Example 1
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Firewall Rules – Example 2
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14

Firewall Rules – Example 3
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15

Firewall Rules – Example 4
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PEM: Per-ESS Firewall Policies

Denied 

Access
VoiP Phone
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PEM: Per-Group Firewall Policies

Denied 

Access
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Lab Preview

> Configuring local captive portal users

> Configuring captive portal authentication 

• Local

• RADIUS

> Configuring firewall rules

• Add firewall rules to previous test network

• Add VLAN

• Add firewall rules
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Demonstration: 

Creating a Firewall Rule


