Build a Voice Network

Voice over IP (VolP) and Quality of Service (QoS)
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Skills learned

You'll be able to:

> Construct a voice ESS

> Make wireless phone calls

> Examine Quality of Service (Qo0S) parameters
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Practice Description

Lab will cover

> Distributing an ESS to a single AP
> Connecting phone stations

> Examining QoS parameters
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Introduction to VolIP

> VoIP packets have different timing
constraints than data packets.

> This implies the need for Quality of
Service (QoS) capabilities.

> AP300s are designed to provide
these capabillities.

> AP300 network automatically
provisions appropriately for VolP
Qo0S. (By default, QoS is enabled.)

> This QoS is customizable to
accommodate any need, from voice
to over-the-air video streaming.
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Example VolP Network
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Session Initiation Protocol (SIP)

> Message-based
* Requests

- Responses SIP Proxy
> Session-oriented 5
e Senders P
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e State E 4 g
> Utilizes UDP
Caller Callee

MERL N

6 | ©2011 Meru Networks. All right s reserved.
NETWORKS®



Typical SIP Session
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Over-the-Air QoS (AP300)

e - e

\S

> Controller selects the right AP for the destination packets
based on signal strength and available bandwidth

> Each packet inspected and tagged with QoS parameters

based on the content
MCR/\
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Call Admission Control

> Allows a defined
maximum number of
active calls
> Upon reaching limit, call
can either be:
» Rejected with Network

Busy (similar to PSTN),
or

 Moved to alternate
channel that has
available resources.

9 | ©2011 Meru Networks. All right s reserved.

»  Monitor

P Maintenance

¥ Configuration

Security
Profile

Radius
Capkive Portal
Mac Filtering
Rogue APs
Wired
WLAMN
GRE
Wireless
Radia
ESS

Devices
Syskem Settings
Controller
APs
Redirect
SHMP
Setup

m\l Management

Controller-192.168.11.15

1:45:46 PM

] Global Quality-of-Service Parameters - Update

Global Quality-of-Service Parameters

dl

OndOff

adrnigzion Control

Drop Policy

Default Time-to-ive [zeconds)
UDP Time-to-live [seconds)
TCP Time-to-ive [zeconds)
Bandwidth Scaling [percent]
Intercell Periodicity [msz)

bl airiurm Callz Per &P

b amiriurn Stations Per AP

b airiurn Stations Per BSSID
Load Balance Ovwverflow

b awirurm Callz Per BS510
CAC Deauth

Station &zzignment Age Time
SIP Prowy Type

SIF Idle Timeout [zeconds)

QoS and Firewall Rules

on T

|hamic all i

IHead 'l

IGeneric

120
|

QoS Codec Rules

Yalid range: [0-65535]
Yalid range: [0-65535]
Yalid range: [0-65535]
alid range: [1-100]
Yalid range: [10-100]
alid range: [0-25E]
alid range: [0-128]
Yalid range: [0-1023]

Yalid range: [0-1023]

Walid range: [5-2000]

Yalid range: [5-3500]

(0]4 I Cancel




QoS Load Balancing

Example Settings:
Max Stations per AP =7
Max Stations per BSSID = 10
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Quality of Service

> Classifier examines five parameters for each packet:

» Source IP subnet, Destination IP subnet, Source port,
Destination port, Protocol

and compares it with a set of QoS “rules”

> Rules prioritize packets into different priority queues
* Voice
* Video
» Best Effort
» Background
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QoS Actions

Classifier
Incoming ’l _ ‘ \ - | |Outgoing
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QOS Rules
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Monitoring QoS

> VOICe Voice Statistics
Calls per AP Details, .. Advanced... Registered Phones per AP Details, .. Advanced...
Dashboard SR :

> QoS/Voice
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e QOS FIOWS << Prev  (Showing 1-1of 1) Mext ==
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4 P h O n e Cal IS |Rnw & | From Phone | From IP Address | To Phone | To IP Address | Protocol | Call State
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Enable Auto Refresh
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Deploying Wireless VolP

> Obtain performance requirements

» Average number of calls
» (Phones x usage ratio)

» Peak number of calls
» Size of deployment area
« [P address range for phones

> Obtain phone characteristics
« Sample rate (adjust for minimum packets per second)
» Radio band capability (b-only, b/g, b/g/a, 11n)
« WMM capable
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VoIP Setting Guidelines

> System

» Deploy as Virtual Port (for zero handoff)
» Exception: Spectralink SVP phones

» APs fairly close together (~60 ft./18m.)
* SNR of 25db
» Min. distance is 8ft./2.5m.
» Exception: High phone density

» APs configured for L3 operation

> ESS

» May wish to isolate voice traffic over the air
« Separate ESS
» Separate VLAN
» Separate channel layer
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Yoyodyne Inc: Typical Wireless
Architecture

Voice Data Guest | |
Mern N\
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Lab Preview

> Continue building familiarity with interfaces
« Web interface
» CLI (and CLI assistance tools)

> Distribute an ESS to a single AP
> Connect a wireless call
> Observe system statistics during call
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VLAN Effects in Lab

> When you connect to an ESS with a VLAN, you’ll lose connectivity to
the controller

* Problems are designed into the lab.
« Remember: You have two networks and Ethernet available.

> Use the VLAN address as the new controller IP address
* SSh
* browser
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Demonstration:
Adding a VLAN
Distributing an ESS by Radio
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