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Getting Started

Setting up a Meru Controller
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Skills Reviewed

There are some typical things you’ll need to do with your 

network: 

>Set up a controller

>Configure users

>Add a License

>Upgrade the system software
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Terminology

> Station / Client / Device / Supplicant 

> Access Point

• Interface / Radio 

> Controller
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AP addressing

> Each AP addressed only by index number

> Each AP has one or two radio interfaces

• Each radio interface addressed by index number

> AP names are used in tables, but are not authoritative
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Connecting to the Controller

> Serial connectivity required for initial configuration

• Null-modem serial cable with DB9 (MC500, 1000, 3000, 4100) or 

RJ-45 (MC1500, MC5000) connector

• 115200 bps, 8 bits, no parity, 

1 stop bit, no flow control

> Have Ethernet link established before powering up 

controller
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setup script

> Simple way to set basic controller parameters

• Hostname 

• Admin password – Change to a strong and unguessable string

• Guest password – Change to a strong and unguessable string

• IP address

• Static vs. DHCP

• Timezone 

• Controller index

> Then, administration can be performed through:

• SSH

• Web (using https)
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Turning Off the Controller 

> Issue the command:

poweroff controller

• Unmounts files gracefully

> After System halted/Power down message appears on 

console, turn the power switch off.
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 To login to the Web Interface, type the 

following in a web browser:

http://controller_interface_address

 Click “Yes” to proceed at the security 

alert

 At the username & password login 

prompt enter “admin” as the 

username and your current admin 

account password (default is 

“admin”).

WEB Interface Overview
Logging into the WEB Interface
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 First page that is displayed after login is the System “Dashboard”.

 Use this page as graphical reference of overall network health.

 Graphs display

 Throughput

 Number of stations

 Moving cursor over graph

pops up data on a per-

minute basis

 Current access point

statistics available

 Bottom frame lists 

current status

System Dashboard
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Status Icons

> These icons show you, at a glance, data about your network.

Alarms

Rogues

APs

Stations

ESSes
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WEB Interface Overview

> Click on the “Configuration” button to get to configuration options

> Most administrative functions are available through this Web interface

Click 

hyperlinks in 

left navigation 

bar to go to 

the topic

Pages display data or allow changes

Click buttons 

to access 

different 

functions

CLI Shortcut
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> The Command Line Interface (CLI) is the command shell used to centrally configure, 

manage and troubleshoot the WLAN system.

> It provides a reasonable number of choices at each point.

> Some commands take you to levels of choices

The CLI Command Tree

access-list ap ap-redirect audit autochannel boot-script crypto default do

essid exit high-availability interface license noend

address domainname gateway hostname nameserver

name(config)#

hostname

passwd qoscodec qosrule qosvars rogue-ap security-profile snmp-server ssl-server station

statistics swap ip syslog-host telnet vlan web
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CLI Syntax 

> CLI commands at top level  have the format

• [no] action target [parameter value] [parameter value] …

• For example:

• name# show essid 

> In some cases, the action will take you to another level of the CLI, 
indicated by a prompt change

> CLI commands in config modes have the format

• [no] parameter (value) 

• For example:

• name(config)# rogue-ap detection 

> The exit and end commands are different:

• exit [saves and] returns you to the previous config mode

• end [saves and] returns you to exec mode

• Control-C exits without saving changes
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Useful CLI Navigation Tips

> help or ? – displays list of available commands

> Tab – displays list of commands in columns

> command ? – displays list of parameters
• For example: show a? displays all the commands beginning with “a” for which the 
show command will work

> Command completion 
• Tab key to complete command

• If the command is not unique, you are prompted with choices

> Command history  (and editing)
• Up arrow key to review

• Left arrow key to move cursor

• Backspace key to erase (to the left) 

• Type to insert text

• Enter key to rerun the displayed (or edited) command

> Text search
• show argument | grep text
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CLI Admin Users

> Default Admin Login Account

• Username – admin

• Password – admin

•setup script suggests change from 

default

> Default guest account disabled for 

CLI in 4.0 

> Enable the guest account with

•administrator guest enable
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Adding Web UI Groups and Users

> Add Group first

• Add Group ID

• Add Group Number

• Set permissions at group level

• Java applet may require 
additional OS permissions 
and/or confirmations

> Add Users 

• Set User ID

• Set password

• Select Group ID
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Upgrading the System Software

> Backup the configuration

> Copy the upgrade package to the controller

> Verify the date setting on the controller

> Use the upgrade system command 

• This command reboots the controller after the upgrade is complete

> Use the downgrade system command to revert 

For installations with more than 100 APs, we recommend 

> Turn off auto AP upgrade feature

> Use the upgrade controller command 

> Warning: powering off a controller or AP during upgrade can 
“brick” the device.

• 4.0 software has flash recovery partition 
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Batch Upgrading APs

> Use upgrade ap same range | all

• range is a list of one or more AP indexes, separated by commas 

and dashes, in ascending order

• Upgrade about 100 APs at a time

• This command reboots the APs after the upgrade

> Relevant CLI commands

•auto-ap-upgrade disable

•auto-ap-upgrade enable
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Uploading a License File

> Have license file ready on 
ftp server (or scp, tftp)

> Maintenance button

> Import License link

> Select Controller Type

> Upload license file (locate 
through navigation)

> Import License button
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Deploy APs

> Add location information 
• Name AP using location info

> Select channel and virtualization setting
• Bulk update

> Select connectivity
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Configuring APs for Controller Discovery

> L2/L3: Use AP 

Redirect

• APs can be 

“assigned” to a 

specific controller

> L3: Configure APs for 

L3 discovery while on 

L2 subnet

• IP address, or

• DNS name (wlan-

controller)
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Saving Your Work

> Current operational parameters 
are stored in running-config

> Boot-up parameters are viewable 
in startup-config

> Changes to the running-config
file must be saved to be persistent 
across rebooting

• Use copy command

• Use Save link
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Backing Up Controller Configurations

copy running-config ftp://anonymous@192.168.1.2/file.cg

> Use the CLI

• Copy to local (controller) file

• Copy to remote (client) file 

through ftp or scp protocols 

with copy command
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Restoring Controller Configurations

copy ftp://anonymous@192.168.1.2/file.cg  tempfile

copy tempfile running-config

reload controller

> Use the CLI

• Copy from remote file to 

running-configwith 

copy command

• Reload (reboot) the 

controller

• Save changes when 

asked (part of the 

reload command)
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Rebooting

> Reboot Controller
•reload controller

> Reboot AP
•reload ap [n]

> Restore defaults
• Used only in the rare case of corrupted startup-config files.

•reload default
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Lab Preview

> Lab instructions

> Lab handouts

• Not a list of tasks, but support for the instructions in your books.

• Enter parameters in bold type, skip ones in light type

> Lab Checklists
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LAB Break

> Setup your system

• setup

> Set up an additional group and user

> Upgrade your software

> Set up AP parameters

> Backup your system 

• Locally

• Remotely
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Demonstration: 

Setting up a system (setup script)

Adding a group, with permissions

Copying a file


